SECURE TRUST BANK PLC (“STB” or “Company”)
RISK COMMITTEE
TERMS OF REFERENCE
adopted by the Board on 6 October 20161

References to the “Committee” means the Risk Committee of the Board of STB.
References to the “Board” means the Board of Directors of STB.
References to the “Group” means STB and its subsidiaries.
Current Members2:

Mr Paul Myers (Chairman)
Mrs Ann Berresford
Mr David McCreadie

1.

Membership

1.1

The Board shall appoint the Chairman of the Committee (the “Chairman”), who shall be an
independent Non-Executive Director. In the absence of the Chairman, the remaining members
present shall elect one member to chair the meeting.

1.2

Members of the Committee shall be appointed by the Board on the recommendation of the
Nomination Committee and after consultation with the Chairman. The Committee shall
comprise at least three members.

1.3

All members of the Risk Committee shall be independent Non-Executive Directors. At least one
member of the Committee shall be a member of the Audit Committee of the Board. The
Chairman of the Board shall not be a member of the Risk Committee.

1.4

Appointments to the Committee shall be for a period of up to three years, which may be
extended for no more than two additional periods of up to three years.

1.5

Members of the Committee must have the appropriate knowledge, skills and expertise to
understand and monitor the risk strategy and risk appetite of the Group.

1
2

As amended on 21 October 2020
As at 24 June 2020
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2.

Secretary
The Company Secretary (or his or her nominee) shall ordinarily act as the secretary of the
Committee (the “Secretary”) and shall ensure that the Committee receives information and
papers in a timely manner to enable full and proper consideration of the issues.

3.

Quorum

3.1

The quorum necessary for the transaction of business shall be two members of the Committee
one of whom must be the Chairman or his chosen alternative.

3.2

A duly convened and quorate meeting of the Committee shall be competent to exercise all or
any of the authorities, powers and discretions vested in or exercisable by the Committee.

4.

Frequency of meetings

4.1

The Committee shall meet at least four times in each financial year at appropriate intervals in
the financial and regulatory reporting cycle and at such other times as required for the
Committee to effectively discharge its responsibilities.

4.2

Outside the formal meeting programme, the Chairman will maintain a dialogue with key
individuals involved in matters relating to the terms of reference of the Committee, including
the Chairman of the Board, the Chief Executive Officer, the Chief Financial Officer, the Chief
Risk Officer, the Chief Internal Auditor, the Money Laundering Reporting Officer and the Data
Protection Officer.

5.

Notice of meetings

5.1

Meetings of the Committee shall be called by the Chairman or by the Secretary at the request
of the Chairman at times set in respect of each financial year and at the request of any of the
members of the Committee or at the request of any of the following people if they consider a
meeting to be necessary:

5.2

(A)

the Chairman of the Board;

(B)

the Chairman of the Audit Committee;

(C)

the Chief Executive Officer;

(D)

the Chief Financial Officer;

(E)

the Chief Risk Officer; or

(F)

the Chief Internal Auditor.

Unless otherwise agreed by the Chairman, notice of each meeting confirming the venue, date
and time, together with an agenda of items to be discussed, shall be forwarded to each member
of the Committee, and to other attendees as appropriate, no later than seven days before the
date of the meeting. The Chairman shall have the sole discretion to reduce the above notice
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period to whatever the Chairman considers appropriate in the circumstances. So far as
practicable supporting papers will be provided with the notice of meeting.
6.

Proceedings of the Committee

6.1

Only Committee members have the right to attend Committee meetings. However, the
Committee may invite the Chief Executive Officer, the Chief Risk Officer and the Chief Internal
Auditor to attend meetings on a regular basis and other non-members (such as Chairman of
the Board, the Chairman of the Audit Committee, the Chairman of the Remuneration
Committee, the Chief Financial Officer, other Directors, the Head of Operational Risk, the Chief
Compliance Officer, the Head of Treasury and other management and external advisers) to
attend all or part of any meeting as and when appropriate or necessary.

6.2

Meetings may be held by telephone provided that those participating can hear and speak to
each other.

6.3

At least once a year the Committee will meet the Chief Risk Officer without Executive Directors
or other management present.

6.4

The Committee may meet separately with any of the Executive Directors without any other
Executive Directors or management being present.

6.5

The Chairman will be available to the Secretary, the Chief Executive Officer, the Chief Financial
Officer, the Chief Risk Officer and the Chief Internal Auditor to discuss any matters of concern
in relation to internal control concerns or compliance with the Group’s legal and regulatory
obligations, in the widest sense, should this be considered necessary by those individuals.

6.6

Although normally decisions are reached on a consensus, in the event of a disagreement,
decisions on any matter are made by the majority, with the Chairman having a second, casting
vote in the event of a tie. A Committee member who remains opposed to a proposal after a
vote can ask for his or her dissent to be noted in the minutes.

6.7

A decision in writing and signed by all the members of the Committee will be as effective as a
resolution passed at a Committee meeting. Any written decision will be tabled and noted at a
meeting of the Committee.

7.

Minutes of meetings

7.1

The Secretary (or his or her nominee) shall minute the proceedings and decisions of all
Committee meetings and record the name of those present and in attendance.

7.2

The members of the Committee shall, at the beginning of each meeting, declare the existence
of any conflicts of interest arising and the Secretary shall minute them accordingly.

7.3

Draft minutes of Committee meetings shall, following review by the Chairman, be circulated to
all members of the Committee as soon as practicable after each meeting. Once approved,
minutes shall be circulated to all other members of the Board unless it would be inappropriate
to do so in the opinion of the Chairman.
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7.4

Final signed copies of the minutes of the meetings of the Committee shall be maintained as
part of the records of the Company.

8.

Engagement with Shareholders

8.1

The Chairman shall attend the Annual General Meeting of the Company to respond to any
shareholder questions on the Committee’s activities and responsibilities and the report of
those activities included in the Annual Report and Accounts. In addition the Chairman should
seek engagement with shareholders on significant matters related to the Committee’s area of
responsibility.

9.

Authority

9.1

The Committee is authorised by the Board to undertake or investigate any activity within its
terms of reference. The Committee is entitled to sufficient resources from the Group to
undertake its duties and may at any time ask the Chief Risk Officer and Chief Internal Auditor
to carry out such independent reviews as it deems necessary and report back to the
Committee. The Authority of the Committee extends across the Group.

9.2

In particular, the Committee is authorised to:
obtain any information it requires from any employee of the Group in order to perform
its duties;
seek any information it requires from persons outside the Group to perform its duties;
conduct or authorise any investigation into matters within its scope of responsibility;
obtain, at the Company’s expense and at reasonable cost, independent legal,
accounting or other professional advice on any matter on which it believes it necessary
or desirable to do so;
call any employee or contractor of the Group to be questioned at a meeting of the
Committee as and when required;
publish in the Company’s Annual Report and Accounts details of any issues that cannot
be resolved between the Committee and the Board; and
liaise regularly with other committees and in particular the Audit Committee and the
Remuneration Committee taking account of the impact of risk management and
internal controls being delegated to different committees and where there is perceived
to be an overlap of responsibilities between the Committee and any other committee,
the respective committee Chairmen shall have discretion to agree the most
appropriate committee to discharge any responsibility. A responsibility under the
terms of reference of the Committee or any other committee will be deemed to have
been fulfilled provided that it is dealt with by either the Committee or the other
committee.
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10.

Responsibilities

10.1

The Committee exercises its internal control and risk management role through the reports it
receives from the Assets & Liabilities Committee, the Model Governance Committee, the Chief
Risk Officer, the Chief Internal Auditor, the Chief Executive Officer, the Chief Financial Officer
and other executive management, its engagement with executive management and from
internal and external auditors and consultants.

10.2

The Committee shall:
General
review the design and implementation of risk management policies and risk related
strategies and the procedures for monitoring the adequacy and effectiveness of this
process;
consider the Group's risk appetite relative to the current and future strategy of the
Group including advising the Board on the risk aspects of proposed changes to strategy
and strategic transactions such as acquisitions or disposals, ensuring that a due
diligence appraisal of propositions are undertaken, focusing in particular on
implications for the risk appetite, tolerance and strategy of the Company, and taking
independent external advice where appropriate and available;
oversee the Group’s Internal Capital Adequacy Assessment Process and Internal
Liquidity Adequacy Assessment Process and outputs therefrom;
exercise oversight of the current risk exposures of the Group;
Risk Profile
review, monitor and understand the risk profile of the Group (through the on-going
process of the identification, evaluation and management of all material risks);
review the performance of the Group relative to risk appetite;
receive and review reports relating to any significant issues that require, or are subject
to, remedial action or recommendation;
Risk Appetite, Frameworks and Limits
consider and recommend for approval by the Board, the risk appetite frameworks and
overall risk appetite and tolerance and provide advice to the Board on risk appetite,
tolerance and strategy and the principal and emerging risks the Company is willing to
take in order to achieve its long-term strategic objectives;
recommend to the Board on an annual basis risk appetite and related authorities, limits
and mandates, including metrics to be used to monitor risk management performance;
ensure rigorous stress and scenario testing of the Group that addresses the impact of
crystallisation of identified risks and threats;
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ensure a sufficient level of risk mitigation is in place;
Risk Management Operating Model
review the terms of reference for Risk Management, including the scope and nature of
the work undertaken in all areas of risk affecting the Group; and shall approve the terms
of reference of the Assets and Liabilities Committee and the Model Governance
Committee and the Model Governance Committee shall approve the terms of
reference of the Assumptions Committee.
consider and approve the remit of the Risk Management function and ensure that it
has adequate resources and appropriate access to information to enable it to perform
its function effectively and to ensure that the Risk Management function has adequate
independence and is free from management and other restrictions;
recommend to the Board the appointment and/or removal of the Chief Risk Officer and
ensure that the Chief Risk Officer has a right of unfettered access to the Board and to
the Committee;
monitor the training and development requirements of the Group to ensure the
requisite skills are in place to control risk and promote an effective risk culture;
oversee and challenge the day-to-day risk management and oversight arrangements of
executive management;
Risk Architecture
consider the adequacy and effectiveness of the technology infrastructure supporting
the risk management frameworks;
ensure the suitability of data captured, facilitates appropriate modelling and data
analysis, and enables timely and effective management information to be produced for
risk-monitoring and decision-making purposes;
Operational Risk
exercise oversight of the Operational Risk Capability Assessment (ORCA);
review and approve the Group’s Governance Manual and any changes;
exercise oversight of the Group’s business continuity and disaster recovery plans and
processes;
Regulatory and Compliance
monitor and review the effectiveness of Compliance, and in particular:
(i)
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(ii)

monitor relations with regulators and arrangements for ensuring that the Group
is in compliance with statutory and regulatory obligations and responsibilities;

(iii)

receive from Compliance and Legal briefings on changes to legal and regulatory
requirements;

(iv)

review the scope and nature of work of the Compliance function and keep under
review the adequacy and effectiveness of the Group’s Compliance function;

(v)

approve the planned risk based programme of work including the Compliance
Monitoring Plan (CMP);

(vi)

receive and review Compliance reports including outputs from CMP activities;

(vii)

receive and consider activity reports from the Compliance function explaining:
(a) the progress of Compliance work against plan including the CMP;
(b) the nature and extent of any unscheduled work undertaken;
(c) the status of Compliance recommendations, in particular those which have
not been implemented in accordance with agreed timescales;
(d) work undertaken to monitor changes in regulatory and legal requirements
and to advise, facilitate and monitor change;

Conduct Risk
review reports on conduct risk and exercise oversight of and challenge the way
management deals with conduct risk;
Credit Risk
monitor, review and approve credit policies across the Group and any material
changes;
monitor, review and approve the terms of reference of credit committees across the
Group and any material changes;
review reports on credit related matters;
review reports on lending outside credit policies (exceptions reporting);
Financial Risk
review reports on financial regulatory reporting and related matters;
Sub-Committees
exercise oversight of the Assets and Liabilities Committee, which shall be a subcommittee of the Committee, and all matters within the terms of reference of the
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Assets and Liabilities Committee shall be treated as within the terms of reference of
the Committee and exercise oversight of the Model Governance Committee, which
shall be a sub-Committee of the Committee, and all matters within the terms of
reference of the Model Governance Committee shall be taken as within the terms of
reference of the Committee and the Model Governance Committee shall exercise
oversight of the Assumptions Committee, which shall be a sub-committee of the Model
Governance Committee, and all matters within the terms of reference of the
Assumptions Committee shall be treated as within the terms of reference of the Model
Governance Committee;
Other
oversee and challenge the day-to-day risk management and oversight arrangements of
the Board;
oversee and challenge the due diligence on risk issues relating to material transactions
and strategic proposals that are subject to approval by the Board;
receive and review regular reports on significant litigation and compliance issues
involving the Group;
review the investigation of matters resulting from concerns raised, in confidence, about
possible wrongdoing in financial reporting or other matters and considers the risk
related implications of such matters;
review the Group’s policies for preventing and detecting fraud across the Group and
report any actual, suspected or alleged fraud (involving misconduct or unethical
behavior relating to financial reporting) or misrepresentation of assets to the Audit
Committee;
review the Group’s resilience in dealing with cyber-attack;
receive and review reports on breaches of regulatory requirements and exercise
oversight of any remedial action relating to such breaches;
review the material risks within the corporate risk registers and advise the Board on
the likelihood and impact of principal risks materialising. The Committee will also
consider mitigating actions, managing and mitigating principal risks to reduce the
likelihood of their incidence or their impact;
receive and review regular reports from the money laundering reporting officer and
the adequacy and effectiveness of the Company’s anti-money laundering systems and
controls;
if requested by the Remuneration Committee, provide advice to the Remuneration
Committee of the Board on risk weightings to be applied to performance objectives
incorporated in the incentive structure for the executive, and to examine whether
incentives provided by the remuneration arrangements take into consideration risk,
capital, liquidity and the likelihood and timing of earnings;
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provide advice, oversight and challenge necessary to embed and maintain a supportive
risk culture throughout the Group;
have regard to any relevant advice from the Audit Committee or Internal Audit
concerning the effectiveness of the current control framework
oversight of the effectiveness of management’s processes for monitoring and
reviewing the effectiveness of risk management and internal control systems and
ensuring corrective action is taken when necessary;
subject to any directions from the Board, approve trading and lending positions in
excess of limits within the discretion of executive management, subject to such
exposures not exceeding prudential limits (set by the regulators);
facilitate the effective contribution and involvement of Non-Executive Directors and
aid their understanding of risk issues and the Group’s risk management framework;
receive and review regular reports from the data protection officer and review the
adequacy and effectiveness of the Company’s data protection systems and controls;
and
Oversee and seek suitable assurance regarding the appropriateness of the Company’s
values and culture and reward systems for managing risk and internal controls, and the
extent to which the culture and values are embedded at all levels of the Company.
11.

Reporting responsibilities

11.1

The Chairman shall report to the Board after each meeting of the Committee on all matters
within its duties and responsibilities and shall also formally report to the Board on how it has
discharged its responsibilities and report on any other issues on which the Board has requested
the Committee’s opinion.

11.2

The Committee shall make whatever recommendations to the Board it deems appropriate on
any area within its remit where action or improvement is needed. Any such recommendation
of the Committee shall take effect only if approved by the Board.

11.3

The Committee shall assist the Board to draw on the results of the ongoing risk monitoring
process to obtain sound, appropriately documented evidence to support the relevant
statements and confirmations required from the Board in the Company’s Annual Report and
Accounts, including:
that the Board has carried out a robust assessment of emerging and principal risks
facing the Group, including reviewing the Company’s procedures for managing or
mitigating principal risks and identifying emerging risks, particularly those that would
threaten its business model, future performance, solvency or liquidity;
how the Board has assessed the prospects of the Company, over what period it has
done so and why it considers that period to be appropriate; and
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whether the Board has a reasonable expectation that the Company will be able to
continue in operation and meet its liabilities as they fall due over the period of its
assessment.
11.4

The Committee shall review and approve an annual report on its activities to be included in the
Annual Report and Accounts. The Committee shall review and approve the statements to be
included in the Annual Report and Accounts concerning: (i) emerging and principal risks facing
the Group and how they are being managed; (ii) the Group’s risk management framework
including its effectiveness, and strategy; (iii) the assessment of the Group’s prospects; and (iv)
internal controls including their effectiveness. The report should include details of the
membership of the Committee, number of meetings held and attendance over the course of
the year.

11.5

The Committee shall review and agree any risk disclosures in the financial statements (including the
Company’s annual and half-yearly reports, preliminary results announcements, any quarterly
management statements and any other public announcements relating to the financial
performance of the Company), in particular the disclosures in the Directors’ Report relating to risk
management objectives and policies and statements on internal controls and risk management.

12.

Other matters

12.1

The Committee shall:
be provided with appropriate and timely training, both in the form of an induction
programme for new members and on an ongoing basis for all members;
give due consideration to laws and regulations, the provisions of the Prudential
Regulation Authority Rulebook and the Financial Conduct Authority’s Handbook, the
provisions of the UK Corporate Governance Code and the requirements of the UK
Listing Authority’s Listing Rules and the Disclosure Guidance and Transparency Rules
sourcebook and any other applicable rules and guidance, as appropriate;
oversee any investigation of activities which are within its terms of reference;
consider such other matters as may be determined by the Board; and
arrange for periodic reviews of its own performance and, at least annually, review its
constitution and terms of reference to ensure it is operating effectively and
recommend any changes it considers necessary to the Board for approval.

These terms of reference shall be made available on the Company’s website in accordance with the UK
Corporate Governance Code.
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